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SD-WAN Rating 
Quality of 

Experience 
Zero-Touch 
Provisioning 

WAN 
Performance 

Management 
Customer 
Feedback 

Barracuda Networks1 AA AAA AAA AA A AA 

Cisco B CCC AAA BBB A B 

Citrix A AAA AAA A AA BBB 

Cradlepoint CC C AAA D BB CC 

FatPipe B BBB AAA CC A BB 

Forcepoint1 AA AAA AAA A AA AA 

Fortinet1 AA AA AAA A AA AAA 

Juniper Networks A AAA AAA A A AA 

Oracle (Talari Networks) BBB AA AAA AA A CCC 

Palo Alto Networks (CloudGenix) A AA AAA AA A A 

Silver Peak AAA AAA AAA AAA AAA AAA 
Versa Networks1 AAA AAA AAA AAA AA AAA 

VMware (VeloCloud) AA AA AAA AA AA AA 
       

 

 
1 Tested with protection against network-delivered exploitation feature enabled. 
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              Ratings Matrix 
RATING DEFINITION 

AAA A product rated ‘AAA’ has the highest rating assigned by CyberRatings.org. The product’s capacity to meet its commitments 
to consumers is extremely strong. 

AA A product rated ‘AA’ differs from the highest-rated products only to a small degree. The product’s capacity to meet its 
commitments to consumers is very strong. 

A A product rated ‘A’ is somewhat less capable than higher-rated categories. However, the product’s capacity to meet its 
commitments to consumers is still strong. 

BBB A product rated ‘BBB’ exhibits adequate stability and reliability. However, previously unseen events and use cases are more 
likely to negatively impact the product’s capacity to meet its commitments to consumers. 

 A product rated ‘BB,’ ‘B,’ ‘CCC,’ ‘CC,’ and ‘C’ is regarded as having significant risk characteristics. ‘BB’ indicates the least 
degree of risk and ‘C’ the highest. While such products will likely have some specialized capability and features, these may 
be outweighed by large uncertainties or major exposure to adverse conditions. 

BB A product rated ‘BB’ is more susceptible to failures than products that have received higher ratings. The product has the 
capacity to meet its commitments to consumers. However, it faces minor technical limitations that have a potential to be 
exposed to risks. 

B A product rated ‘B’ is more susceptible to failures than products rated ‘BB’; however, it has the minimum capacity. Adverse 
conditions will likely expose the product’s technical limitations that lead to an inability to meet its commitments to 
consumers. 

CCC A product rated ‘CCC’ is susceptible to failures and is dependent upon favorable conditions to perform expected functions. 
In the event of adverse conditions, the product is not likely to have the capacity to meet its commitments to consumers. 

CC A product rated ‘CC’ is highly susceptible to failures. The ‘CC’ rating is used when a failure has not yet occurred, but 
CyberRatings considers it a virtual certainty. 

C A product rated ‘C’ is highly susceptible to failures. The product is expected to fail under any abnormal operating conditions 
and does not offer a useful management systems and logging information compared with products that are rated higher. 

D A product rated ‘D’ is actively underperforming and failing and does not meet the use-case. The ‘D’ rating is used when the 
product is not operational without a major technical overhaul. Unless CyberRatings believes that such technical fixes will be 
made within a stated grace period (typically 30-90 calendar days), the ‘D’ rating also is an indicator that existing customers 
using the product have already experienced a failure and should take immediate action. 
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© 2020 Cyber Ratings.org. All rights reserved. No part of this publication may be reproduced, copied/scanned, stored on a retrieval system, 
emailed or otherwise disseminated or transmitted without the express written consent of CyberRatings.org. (“us” or “we”).  

Please read the disclaimer in this box because it contains important information that binds you. If you do not agree to these conditions, you 
should not read the rest of this report but should instead return the report immediately to us. “You” or “your” means the person who accesses 
this report and any entity on whose behalf he/she has obtained this report.  

1. The information in this report is subject to change by us without notice, and we disclaim any obligation to update it. 

2. The information in this report is believed by us to be accurate and reliable at the time of publication, but is not guaranteed. All use of and 
reliance on this report are at your sole risk. We are not liable or responsible for any damages, losses, or expenses of any nature whatsoever 
arising from any error or omission in this report. 

3. NO WARRANTIES, EXPRESS OR IMPLIED ARE GIVEN BY US. ALL IMPLIED WARRANTIES, INCLUDING IMPLIED WARRANTIES OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT, ARE HEREBY DISCLAIMED AND EXCLUDED BY US. IN NO 
EVENT SHALL WE BE LIABLE FOR ANY DIRECT, CONSEQUENTIAL, INCIDENTAL, PUNITIVE, EXEMPLARY, OR INDIRECT DAMAGES, OR FOR ANY LOSS 
OF PROFIT, REVENUE, DATA, COMPUTER PROGRAMS, OR OTHER ASSETS, EVEN IF ADVISED OF THE POSSIBILITY THEREOF. 

4. This report does not constitute an endorsement, recommendation, or guarantee of any of the products (hardware or software) tested or the 
hardware and/or software used in testing the products. The testing does not guarantee that there are no errors or defects in the products or 
that the products will meet your expectations, requirements, needs, or specifications, or that they will operate without interruption.  

5. This report does not imply any endorsement, sponsorship, affiliation, or verification by or with any organizations mentioned in this report.  

6. All trademarks, service marks, and trade names used in this report are the trademarks, service marks, and trade names of their respective 
owners.  


